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l. Introduction

The ongoing digital revolution has ushered in an era of rapid technological
advancement, driven in large part by the proliferation of artificial intelligence. From
machine learning models that recommend movies on streaming platforms to
sophisticated generative Al tools that can draft patent claims, Al has become deeply
woven into the fabric of everyday life (Schwab, 2016). This trend is not merely about
technological convenience; rather, it marks a fundamental shift in how individuals,
organizations, and institutions operate. Al capabilities have grown exponentially in recent
years, fueled by abundant data, powerful computational resources, and breakthroughs in
algorithmic research. As a result, industries from healthcare to finance, and even creative
arts, are experiencing transformative changes in their business models and day-to-day
processes (Susskind, 2019).

Within the legal sector, this acceleration manifests through Al-assisted tools that
streamline document review, predict litigation outcomes, and even craft initial drafts of
legal briefs (Ashley, 2017). These innovations hold the promise of increased efficiency,
reduced costs, and potentially improved access to justice. However, they also raise
pressing questions about the ethical and professional responsibilities of lawyers who are
now required to navigate technologies that can be complex and opaque. Inherent biases
in training data, concerns about the reliability of automated outputs, and issues of
accountability when Al-generated mistakes occur underscore the urgent need for deeper
engagement with Al ethics in legal practice.

Despite the transformative nature of these technologies, legal frameworks often
lag behind the pace of technological development (Casey & Niblett, 2019). Regulatory
bodies, courts, and legislatures must engage in a delicate balancing act: they must
encourage innovation and economic growth while also safeguarding public welfare,
privacy, and the rule of law. Yet, the speed at which Al and other digital tools evolve
presents a significant challenge. By the time new regulations or case law guidance
emerge, the technology may have already advanced in ways that render the legal
framework obsolete or incomplete.

This disparity between rapid technological evolution and slower-paced legal
adaptation has created what some commentators refer to as a “perfect storm” for lawyers
and policymakers (Susskind, 2019). While novel Al-driven applications are being
deployed in real-world settings—ranging from autonomous vehicles to predictive
policing—there remain unanswered questions about liability, data ownership, and the
boundaries of permissible surveillance. Courts are increasingly called upon to adjudicate
disputes where existing legal doctrines do not offer a clear roadmap for resolving Al-
related issues. Consequently, practitioners must interpret and apply statutes, regulations,
and precedents that did not contemplate technology’s current capabilities. This creates
an environment rife with legal ambiguity, where well-established concepts of professional
responsibility must be re-examined in the light of Al's ever-expanding reach.

81153899;1



For instance, questions about attorney competence take on new dimensions when
handling Al-facilitated discovery or advising clients who develop Al solutions that may
discriminate against protected classes. Similarly, privacy and confidentiality concerns
escalate as sensitive client data might be processed by third-party Al vendors, raising
potential vulnerabilities that traditional client-attorney privilege frameworks did not
anticipate. These realities underscore the urgency of proactive ethical considerations,
rather than a purely reactive approach.

At the core of this perfect storm lies the legal profession’s pivotal challenge:
reconciling the steadfast principles of jurisprudence and ethical conduct with technologies
that disrupt established norms. Lawyers, who traditionally rely on precedent and well-
defined procedures, now find themselves advising clients in an environment where the
lines between legal, ethical, and technological questions are blurred. As Al systems
become more autonomous—making decisions, generating recommendations, and even
drafting legal strategies—attorneys must ensure they maintain control over the
representation process and uphold their ethical responsibilities (American Bar
Association [ABA], 2020).

Bridging this gap involves not only understanding the functional parameters of Al
but also grappling with the moral dimensions of its deployment. Lawyers must be
prepared to discuss algorithmic transparency, data bias, and the potential societal
repercussions of Al applications. This requires a skill set that extends beyond traditional
legal analysis, encompassing basic technological literacy and an awareness of the
interplay between regulation, public opinion, and commercial interests. Moreover, as
society becomes increasingly digitized, clients are demanding real time, technology-
informed guidance from their legal counsel. The lawyer who lacks familiarity with Al's
capabilities and risks may inadvertently provide incomplete or even harmful advice.

A key objective of this paper is to lay the groundwork for how lawyers can navigate
these ethical challenges while meeting their professional responsibilities. By examining
the interface of Al and legal ethics, it is possible to identify both pitfalls and opportunities
for the profession. For instance, Al can enhance efficiency and reduce mundane tasks,
enabling lawyers to dedicate more time to higher-level counseling. Yet, this benefit must
be balanced against the possibility of Al-driven malpractice, bias, or privacy
infringements. Legal practitioners who effectively bridge this gap stand to become leaders
in a rapidly changing legal landscape, shaping a future in which technology and the law
coexist to advance justice and societal well-being.

In the sections that follow, this paper will define the ethical landscape for Al in legal
practice, explore the relevant Model Rules of Professional Responsibility, address the
uncertain regulatory climate shaped by various presidential administrations, and offer
strategies for maintaining competence in the face of ongoing technological developments.
By doing so, it aims to equip legal professionals with a framework for ethical decision-
making that accounts for the accelerating evolution of Al.
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In the rapidly evolving ecosystem of artificial intelligence and emerging legal
technologies, ethical considerations loom large. Lawyers are now confronted with novel
questions about how to safeguard client interests, uphold justice, and maintain
professional responsibilities in a world increasingly driven by automated systems. This
paper aims to dissect these questions by offering a focused exploration of Al ethics
specifically tailored for legal practitioners. To achieve that goal, this section clarifies the
meaning of “ethics” in the context of Al for lawyers, explains the necessity for a rigorous
academic approach, and outlines the principal questions that arise when Al intersects
with traditional legal ethics.

Ethics in the context of Al is a multifaceted concept that encompasses a range of
considerations, including accountability, fairness, transparency, privacy, and respect for
human autonomy (Floridi & Taddeo, 2016). For lawyers, however, “ethics” must be
understood within the framework of established professional responsibilities, such as
those enshrined in the American Bar Association (ABA) Model Rules of Professional
Conduct. While technology companies may focus on the commercial and societal impact
of Al, legal professionals must further consider how Al deployment intersects with core
duties like competence (Rule 1.1), confidentiality (Rule 1.6), and the administration of
justice (Rules 3.1 to 3.9) (ABA, 2020).

Defining Al ethics for lawyers, therefore, goes beyond a generic ethical code for
technology use. It involves identifying how lawyers should apply their professional
judgment and legal expertise to Al-related matters—from advising clients on compliance
with rapidly shifting regulations to ensuring that Al tools used within a firm do not
compromise privileged information. For instance, a law firm employing machine learning
platforms for contract review must ensure that the system respects data privacy norms
and attorney-client confidentiality. Similarly, lawyers must be vigilant about embedded
biases in Al algorithms that could unintentionally lead to discrimination or undermine
fairness in legal outcomes (Barfield & Pagallo, 2018).

In essence, “ethics” here integrates the well-established norms of the legal
profession with emerging norms around responsible Al usage. It is a dynamic concept,
one that recognizes that new ethical dilemmas will arise as Al technologies evolve. This
paper contends that understanding and shaping this evolving ethical landscape is not just
beneficial but imperative for lawyers seeking to remain competent and relevant.

Given the complexity of Al technology and the structure of ethical responsibilities
in the legal profession, it is no surprise that a number of pressing questions emerge at
the intersection of these domains. First and foremost is the issue of competence: How
can lawyers ensure they maintain “sufficient learning and skill” when Al is transforming
litigation strategies, legal research, and client counseling (ABA, 2020)? This question
underscores the need for continuous legal education that addresses Al's capabilities,
limitations, and associated risks.
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A second major question concerns bias and fairness. Machine learning systems
can inadvertently replicate and amplify existing biases in training data (Barocas & Selbst,
2016). Lawyers must grapple with the ethical implications of relying on tools that might
offer discriminatory outcomes or perpetuate systemic inequalities. This dilemma connects
closely with client representation: attorneys have an obligation to safeguard clients’
interests, but also must consider broader social impacts when the technology has the
potential to harm vulnerable populations.

Confidentiality and data protection form another crucial category of ethical inquiry.
As more legal work is outsourced to Al-driven cloud services, how can lawyers ensure
that privileged information is protected against cybersecurity threats and unauthorized
disclosures? Data governance frameworks remain in flux, and the possibility of data
breaches raises additional questions about attorneys’ duty to inform and advise clients
regarding risk exposure.

Accountability looms large. Traditional legal ethics frameworks assume human
decision-making at every stage of representation. But if an Al tool provides erroneous or
biased recommendations, where does liability lie—with the software developer, the
lawyer, or the client? And what remedial steps are ethically or legally required? These
concerns highlight the evolving definitions of competence, diligence, and supervision in
an era where autonomous systems may perform substantive legal tasks.

By dissecting these and other pressing issues, this paper aims to provide a
systematic approach to navigating Al’'s ethical and legal complexities. In doing so, it
aspires to offer attorneys not just a roadmap for ethical compliance, but also strategic
insights into how best to adapt their practice in light of Al's far-reaching implications.

| Al as a Catalyst: Ethical Obligations for Lawyers Defining Al in the Legal
Context

Artificial intelligence has emerged as a transformative force across numerous
industries, and the legal sector is no exception. While Al has sparked debates about job
displacement and technological unemployment, it also presents significant opportunities
for legal practitioners to augment their services, reduce costs, and improve accuracy. Yet,
the “power boost” that Al offers does not come without ethical and professional
implications. Before lawyers can leverage Al responsibly, a clear understanding of what
Al actually is, and how it functions, is essential. This section explores three fundamental
dimensions of Al in the legal context: (A) Al capabilities such as machine learning, deep
learning, and generative Al; (B) the common misconceptions and hype cycles that often
color perceptions of Al; and (C) the real-world applications of Al tools in legal practice,
including e-discovery, contract review, and predictive analytics.

Al, in its broadest sense, refers to computer systems designed to perform tasks
that traditionally require human intelligence, such as decision-making, problem-solving,
perception, and language understanding (Russell & Norvig, 2020). The field of Al
encompasses a wide range of approaches and techniques, from expert systems that rely
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on rule-based logic to machine learning algorithms that learn patterns from data. Over the
past decade, advances in computational power, data availability, and algorithmic
research have propelled Al from a niche field into a ubiquitous technology, embedded in
everything from smartphone assistants to driverless cars (Brynjolfsson & McAfee, 2017).

Machine learning (ML) is a subset of Al that focuses on enabling computer systems
to improve their performance on a given task by learning from experience or data, rather
than following rigidly programmed instructions (Goodfellow, Bengio, & Courville, 2016).
ML algorithms identify patterns in datasets and then apply these patterns to make
predictions or decisions. For example, a machine learning model trained on thousands of
judicial opinions might learn to predict the likelihood of a lawsuit’'s success based on the
types of claims, precedents cited, and factual circumstances.

In supervised learning, algorithms learn from labeled datasets. Lawyers may use
this approach to automate document classification during e-discovery, labeling
documents as “privileged” or “not privileged.” Once trained, the model can classify new
documents faster than a human reviewer might, although oversight is still essential to
ensure accuracy and ethical compliance (Losey, 2016).

Unsupervised learning is a method that identifies patterns in unlabeled data. In a
law firm, unsupervised learning might reveal relationships between clauses in thousands
of contracts—valuable insights that can aid in contract standardization or risk
assessment.

Reinforcement learning refers to when an Al agent learns by interacting with an
environment. While less common in legal settings than in gaming or robotics,
reinforcement learning has potential for complex simulations, such as negotiating contract
terms or modeling litigation strategies under various hypothetical scenarios (Silver et al.,
2017).

Deep learning is a specialized branch of machine learning characterized by the
use of artificial neural networks with multiple layers (LeCun, Bengio, & Hinton, 2015).
These layered neural networks can model high-level abstractions in data, making them
especially effective in tasks like image recognition, natural language processing (NLP),
and speech recognition. In a legal context, deep learning models can be applied to
classifying and summarizing large volumes of legal text—ranging from case law to
statutes—and generating succinct summaries or recommendations, thus facilitating more
efficient research and e-discovery processes. They can also be deployed for language
translation in global law firms handling cross-border transactions, although accuracy must
be carefully verified by human experts (Kirchhoff et al., 2018). Another use is predictive
analytics: by analyzing historical litigation data, deep learning models can forecast
potential outcomes with reasonable accuracy. However, ethical questions arise regarding
transparency and explainability—attributes these systems often lack.

Generative Al represents another major leap in Al capabilities, focusing on
algorithms that create new content—ranging from text and images to entire virtual

5
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environments—rather than merely classifying or predicting. Tools such as OpenAl's GPT
(Generative Pre-trained Transformer) models, DALL-E, or Midjourney exemplify
generative Al’s capacity to produce outputs that closely mimic, and sometimes improve
upon, human-generated work (Brown et al., 2020). In legal practice, generative Al can
assist with drafting basic contracts, pleadings, or legal memoranda, significantly reducing
the time and cost of routine tasks, though these outputs often require thorough review. It
can also power chatbot interfaces that provide rapid responses to common legal
questions, but if deployed without rigorous oversight, such tools risk offering incomplete
or erroneous advice and raise ethical concerns about the unauthorized practice of law
(Surden, 2020). Beyond these applications, generative Al can create novel works—such
as designs, logos, or patent drawings—thereby prompting questions of authorship and
ownership of Al-generated content. If an attorney relies on a generative Al tool for creative
aspects of litigation strategy or branding, the determination of who holds ultimate
intellectual property rights becomes a complex issue that intersects with both ethical
obligations and potential legal liabilities.

These Al capabilities promise significant efficiency and innovation in the legal field
but demand careful application, given the profession’s stringent ethical and professional
requirements. Competence, confidentiality, and accountability remain paramount, and
lawyers must be vigilant in ensuring that technological tools complement—rather than
compromise—these obligations (ABA, 2020).

Many people conflate current Al tools with hypothetical “strong” Al or artificial
general intelligence (AGl)—an entity capable of outperforming humans in virtually any
intellectual task (Goertzel, 2014). In reality, most commercially viable Al applications are
“‘narrow” systems specialized in specific domains, such as contract analytics or voice
recognition. While breakthroughs in machine learning and deep learning are impressive,
they do not equate to human-like understanding or consciousness. This gap between
pop-culture portrayals of Al and the actual functionalities of legal Al tools can lead
attorneys and clients alike to overestimate or misunderstand their capabilities. Lawyers
who buy into the hype risk implementing flawed technologies that do not deliver the
promised accuracy or reliability, raising ethical concerns if client interests are
compromised.

Headlines often claim that Al will soon replace entire professions, including
lawyers. While Al may reduce the need for certain tasks—particularly routine, repetitive
work—the profession’s core functions (client counseling, negotiation, courtroom
advocacy, complex legal analysis) require human judgment, empathy, and creativity
(Susskind, 2019). Many experts predict that Al will not eliminate lawyers but will reshape
the profession, compelling attorneys to develop complementary skills in interpreting Al-
driven insights and integrating them with nuanced legal reasoning (Surden, 2020).
Understanding this dynamic is crucial for maintaining professional relevance and for using
Al tools effectively, rather than resisting them due to misplaced fears.
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Emerging technologies, including Al, often undergo a “hype cycle” (Gartner, 2021),
in which inflated expectations give way to disillusionment before leveling off into a more
stable phase of productivity. Al in law has experienced its share of hype, with vendors
touting revolutionary capabilities that may not materialize when confronted with real-world
complexities. Early adopters of Al-based contract review platforms, for example, might
have discovered that while the software can accelerate document analysis, it cannot fully
replace nuanced judgment in identifying subtle legal risks. Such experiences underscore
the importance of measured expectations and thorough due diligence before
implementing Al.

Misunderstandings about Al's capabilities can lead to ethical pitfalls. Lawyers
might over-rely on Al tools, assuming they are infallible, or they might dismiss them
altogether, missing opportunities for improved efficiency and accuracy. Overreliance can
produce subpar advice or risk data breaches if the technology is not vetted. A dismissive
stance can deny clients cost-effective, accurate services, potentially violating the
attorney’s ethical duty to remain competent and informed about technological
advancements (ABA, 2020). A balanced, well-informed view of Al's current uses and
future potential is therefore essential for practitioners.

Al technologies have already become deeply integrated into everyday legal
practice, often in ways that go unnoticed. Tasks once performed manually—such as
sifting through large document repositories or updating standard contract templates—are
now regularly automated. This shift brings efficiency gains and can significantly reduce
costs, as demonstrated by technology-assisted review (TAR) and predictive coding tools
used in e-discovery. Instead of reviewing massive volumes of documents by hand,
attorneys can use Al-driven platforms to filter, categorize, and prioritize data more quickly.
Research suggests that TAR can cut e-discovery expenses (Losey, 2016), and these
savings can be passed on to clients.

Al systems can also identify linguistic patterns and metadata that human reviewers
might miss, leading to more consistent document categorization and potentially reducing
the likelihood of overlooking critical evidence. However, while Al-assisted e-discovery is
invaluable, attorneys must remain attentive to ethical duties. They must verify that the
technology is effectively calibrated and perform spot checks to ensure accuracy.
Overreliance on automated tools without proper oversight could violate the duty of
competence if errors go undetected (ABA, 2020), and attorneys must confirm that any
external Al provider safeguards data securely and preserves attorney-client privilege.

Al-driven platforms also play a crucial role in contract review and analysis, rapidly
parsing complex agreements, highlighting relevant clauses, and comparing those clauses
against a firm’s or client’s preferred standards. This is particularly useful in large-scale
transactions or for firms that manage extensive libraries of template agreements, since
automating routine tasks frees attorneys to focus on strategic, high-level decisions and
potentially reduces errors (Deloitte, 2020). Al tools can detect atypical or risky clauses
and may even perform real-time compliance checks by drawing on frequently updated
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legal databases. Yet these benefits depend on the currency and quality of the data. The
principle of professional judgment remains essential; while Al can flag issues, it cannot
replace human expertise in interpreting context or making final determinations (Casey &
Niblett, 2019). Lawyers must ensure that Al outputs are accurate and do not miss critical
nuances, and they should clarify with vendors who owns the data processed by the
software and how confidentiality requirements are upheld.

Predictive analytics constitute another major Al application in the legal field. By
analyzing patterns in historical rulings, judicial behavior, and case-specific data, Al
models strive to forecast the likelihood of certain outcomes, offering insights that can
influence litigation strategy, settlement decisions, and resource allocation (Aletras et al.,
2016). These predictive capabilities also extend to commercial and compliance contexts,
helping companies anticipate regulatory investigations or determine how best to distribute
resources among different legal strategies. For lawyers, this can enrich the quality of
advice offered, but it also demands a solid grasp of the model’s underlying assumptions.
As with any Al tool, biases can creep in if the training data reflect systemic inequalities,
thereby perpetuating unfair results (Barocas & Selbst, 2016). Attorneys must be alert to
the possibility that relying on biased outputs could lead to unethical or discriminatory
practices. Overemphasizing predictive analytics may also neglect non-quantifiable
factors—such as a client’s unique circumstances or shifting social norms—and thus
compromise the comprehensiveness of legal counsel. Balancing the use of Al-driven
insights with professional judgment and ethical awareness remains crucial for fully
realizing the benefits of these powerful tools.

Across these applications—e-discovery, contract review, and predictive
analytics—lawyers face a common challenge: how to leverage Al's efficiency and
analytical power without sacrificing professional integrity. The ABA Model Rules of
Professional Conduct highlight essential duties, including competence, confidentiality,
and clear communication with clients (ABA, 2020). As Al tools become more advanced,
they intersect with these duties in ways that demand new forms of vigilance.

Rule 1.1 addresses competence, which now explicitly encompasses technological
literacy. Lawyers must understand how Al tools function, their potential error rates, and
the data on which they rely. This obligation necessitates ongoing education through CLE
courses, collaboration with technical experts, or dedicated in-house training sessions
(Barton & Bibas, 2012). Without such knowledge, attorneys risk misapplying Al tools or
failing to spot inaccuracies, potentially compromising client interests.

Rule 1.6 centers on confidentiality and emphasizes the critical importance of
safeguarding client information. Because Al solutions often rely on cloud-based platforms
or third-party vendors, lawyers must perform due diligence to confirm compliance with
robust data security standards. Even advanced Al systems can be hacked, and
transferring legal documents without proper encryption introduces significant risks
(Solove & Schwartz, 2020). Attorneys remain responsible for ensuring that technology
providers protect privileged and confidential data.
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Maintaining professional judgment is equally crucial. Although Al can automate
research or generate contract language, ultimate responsibility for legal advice rests with
the attorney. Overreliance on Al systems can lead to ethical missteps if the technology
overlooks nuanced, context-specific details or fails to keep pace with evolving legal
doctrines. Lawyers should treat Al as a powerful aid rather than a substitute for their
expertise, using their judgment to interpret outputs and adapt them to the client’s unique
circumstances.

Attorneys have a duty to maintain transparency with clients about how Al tools
inform legal advice. Rule 1.4 of the ABA Model Rules requires clear communication
regarding the methods used to reach a legal opinion or strategic recommendation. When
predictive analytics play a role in decisions such as whether to settle or proceed to trial,
it may be necessary to disclose the nature and limitations of Al-driven insights. This
candor helps manage client expectations and upholds the lawyer’s ethical obligations.

Al's capabilities—ranging from machine learning and deep learning to generative
Al—hold the potential to revolutionize legal practice. By automating repetitive tasks,
accelerating research, and providing data-driven insights, Al can free lawyers to focus on
the most intellectually demanding and client-oriented dimensions of their work.
Nonetheless, the legal profession’s foundational commitment to justice, fairness, and
fiduciary duty imposes a stringent standard for integrating these technologies.

A measured approach recognizes both the promises and perils of Al. On the
promise side, lawyers can deliver more efficient, accurate, and innovative services by
incorporating Al tools responsibly. On the peril side, rushing to adopt Al without
understanding its limitations, biases, or data security risks can compromise not only client
interests but also the public perception of the legal profession’s integrity (Pasquale, 2020).
Striking the right balance necessitates a continuous dialogue among legal professionals,
technology experts, and policymakers to shape Al’s trajectory in alignment with core
ethical principles.

Moreover, as Al applications in law evolve, the industry must remain vigilant about
potential shifts in ethical standards or regulatory frameworks. Whether future legislation
imposes stricter guidelines on Al use in sensitive domains (such as criminal sentencing)
or law societies tighten requirements around technological competence, lawyers who are
proactive in engaging with Al’s ethical dimensions will be better positioned to adapt
(Casey & Niblett, 2019). In this sense, Al serves not just as a tool but as a catalyst for
reevaluating how attorneys understand their roles as advocates, counselors, and
stewards of justice in a rapidly changing world.

Defining Al in the legal context is the first critical step toward harnessing its benefits
responsibly. Attorneys must understand the distinctions between machine learning, deep
learning, and generative Al—not to become technologists themselves, but to ensure they
apply these tools with discernment and ethical awareness. Misconceptions about Al's
objectivity, scope, and potential to replace lawyers can lead to misguided adoption
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strategies or ethical oversights. In reality, Al excels at specialized tasks, requires thorough
data vetting to avoid bias, and remains dependent on human oversight for context-driven
judgment and accountability.

Real-world applications of Al in e-discovery, contract review, and predictive
analytics illustrate its transformative potential but also illuminate the ethical complexities
it introduces. Each application demands that lawyers maintain control over the process,
validate outputs, and safeguard client data. The duty of technological competence
underscores the imperative for legal professionals to understand the capabilities and
limitations of Al, while obligations to confidentiality and fairness necessitate vigilance
against cybersecurity threats and discriminatory algorithmic outcomes.

Lawyers stand at a pivotal intersection where Al can serve as an ally in delivering
higher-quality legal services—or a liability if integrated without the requisite care. By
embracing a nuanced, ethically informed perspective, the legal profession can leverage
Al as a catalyst for positive change, enhancing efficiency and accuracy while upholding
the core principles that define the practice of law. This balance will be essential as we
move deeper into an era where computational intelligence continually reshapes the
landscape of legal work and professional responsibility.

The rapid evolution of artificial intelligence technologies has propelled the legal
profession into uncharted territory, challenging longstanding assumptions about attorney
roles, duties, and liabilities. As explored in earlier sections, Al holds tremendous promise
for boosting efficiency and improving the quality of legal services, but it also raises
significant ethical and professional concerns. Nowhere are these concerns more
concretely addressed than in the American Bar Association (ABA) Model Rules of
Professional Conduct. Although not every state adopts these rules verbatim, they serve
as a guiding framework for ethical behavior and often inform local ethical guidelines. This
section delves into four specific rules—Rule 1.1 (Competence), Rule 1.2 (Scope of
Representation), Rule 2.1 (Advisor), and Rule 3.1 (Meritorious Claims and Contentions)—
to highlight the ethical implications of Al in legal practice.

a. Rule 1.1 (Competence)

Rule 1.1 imposes a duty of competence on lawyers, requiring them to provide
diligent and informed representation to their clients (ABA, 2020). Over the last decade,
the ABA has progressively clarified that competence includes a duty to remain current on
technological developments relevant to legal practice. In 2012, the ABA amended
Comment 8 to Rule 1.1 to explicitly state that maintaining competence includes “keeping
abreast of changes in the law and its practice, including the benefits and risks associated
with relevant technology” (ABA House of Delegates, 2012). Although the comment does
not specifically name Al, the ever-growing integration of Al tools into legal research,
document review, and predictive analytics makes it evident that attorneys should
understand at least the fundamentals of Al’s capabilities, limitations, and potential biases.

10
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For lawyers utilizing Al-driven applications—Ilike contract analysis platforms, e-
discovery tools, or generative text solutions—this duty translates into understanding how
these systems are trained, what types of data they rely on, and whether they introduce
unexamined risks. For instance, an attorney who deploys an automated contract review
system must be informed about the software’s ability to recognize important clauses and
the possibility of overlooking context-specific nuances. A lawyer unaware of how Al is
processing client data may inadvertently breach confidentiality standards or fail to detect
an algorithm’s embedded bias. Consequently, the duty of competence mandates
proactive engagement with technological education, whether through continuing legal
education (CLE) programs, vendor-led tutorials, or collaboration with in-house and
external tech experts.

Neglecting to acquire an adequate understanding of Al tools can have wide-
ranging ethical ramifications. An attorney who relies on Al outputs—such as predictive
analytics for case valuations—without scrutinizing the underlying methodology or
potential for data-driven discrimination risks giving incompetent advice. This scenario can
be especially hazardous in sensitive areas, for example, criminal law, where an Al might
predict recidivism based on flawed historical data that disproportionately penalize minority
groups (Barocas & Selbst, 2016).

Failure to understand Al tools can also jeopardize the fiduciary duty to one’s client
if an attorney inadvertently discloses privileged information to a third-party Al vendor that
does not adhere to robust data security protocols. In extreme cases, such oversight could
result in malpractice claims, disciplinary action, or reputational harm. The ethical principle
here is straightforward: attorneys must not delegate critical legal or strategic judgments
to machines they do not fully comprehend. While technology can aid legal work, it should
never supplant the attorney’s professional judgment and obligation to protect client
interests.

b. Rule 1.2 (Scope of Representation)

Rule 1.2 requires lawyers to consult with their clients about the objectives of
representation and the means by which those objectives are pursued (ABA, 2020). This
rule becomes especially salient when the relevant legal framework for Al-based actions
remains unsettled. Consider a startup that uses Al algorithms to scrape publicly available
data to train machine learning models. Existing laws around data privacy and intellectual
property might offer no direct precedent for the startup’s data practices, leaving the
question of legality ambiguous.

When counseling a client in such an environment, attorneys must clarify the level
of uncertainty and the spectrum of potential risks. They have an obligation to explain that
the law may change or that regulators might later adopt a more stringent stance on Al
data usage, as seen in the flux around privacy regulations such as the General Data
Protection Regulation (GDPR) in the European Union or the California Consumer Privacy
Act (CCPA) in the United States. Lawyers who fail to communicate these uncertainties,

11
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possibly out of overconfidence in Al's “disruptive” nature or personal enthusiasm for
innovation, risk misleading clients about compliance obligations and future legal
exposure.

Under Rule 1.2, while attorneys should strive to accommodate client objectives,
they must also adhere to the ethical boundaries established by the legal profession. If a
client asks for assistance in deploying Al tools that might skirt anti-discrimination laws,
attorneys must resist the temptation to rationalize ethically dubious strategies under the
guise of technological advancement. They are duty-bound to counsel clients on the
potential illegal or unethical nature of such activities, even if the law remains vague.

For instance, a corporate client might request the use of Al-driven HR software
that filters job applications through a highly automated process potentially biased against
certain demographics. Although the law may not explicitly outlaw the use of Al for hiring,
federal regulations forbid discriminatory practices based on race, gender, or disability
(EEOC, 2021). Lawyers who advise on the deployment of such technology must be
keenly aware of the interplay between client objectives—cost savings or efficiency—and
the risk of facilitating discriminatory outcomes. This balancing act underscores that the
scope of representation does not permit attorneys to forsake their ethical obligations.

C. Rule 2.1 (Advisor)

Rule 2.1 reminds attorneys that, as advisors, they are expected to render candid
advice that takes into account not only the law but also moral, economic, and other
relevant factors (ABA, 2020). With Al being a potent driver of economic and social
change, lawyers must integrate technological considerations into their counsel. For
example, a client exploring the use of Al for consumer credit scoring might encounter
legal risks under fair lending laws, as well as reputational risks if the tool is perceived as
predatory or biased. Attorneys must therefore adopt a holistic perspective that
encompasses moral considerations—such as whether the Al respects principles of
fairness and could inadvertently harm marginalized communities—alongside economic
concerns about the impact on the client’s bottom line, public image, and exposure to
lawsuits or regulatory penalties. In addition, lawyers should evaluate the reliability of the
underlying algorithm and ensure robust data protection and cybersecurity measures are
in place. Failing to address any of these dimensions risks providing incomplete advice.
Indeed, emerging scholarship on Al ethics highlights the importance of “multi-stakeholder
impact assessment,” a framework that examines the societal and ethical implications of
Al systems (Floridi & Taddeo, 2016). Incorporating such insights can help attorneys
anticipate controversies or liabilities that might otherwise go unnoticed by a purely legal
analysis.

Historically, lawyers have focused primarily on legal compliance and litigation risk.
Yet, Rule 2.1 explicitly urges them to consider broader implications. Al-driven
controversies—like facial recognition systems deployed in public spaces or social media
algorithms that shape public discourse—demonstrate how technology can spark

12

81153899;1



widespread concern about ethics, privacy, and civil liberties (Pasquale, 2020). For
corporate clients, decisions on whether and how to implement Al tools can also carry
reputational stakes. A high-profile lawsuit alleging Al-enabled discrimination can tarnish
a company’s brand, potentially leading to consumer backlash and shareholder
dissatisfaction.

Attorneys can serve as trusted advisors by foreseeing these broader social
consequences and advising clients accordingly. This may involve recommending that the
client establish an internal Al ethics committee, adopt transparent disclosure practices, or
engage with community stakeholders before implementing a contentious Al product.
Aligning Al deployments with ethical norms not only mitigates legal risk but can also foster
goodwill and public trust. Attorneys who remain silent about these considerations or
dismiss them as “non-legal” run counter to Rule 2.1’s directive to offer comprehensive
counsel.

d. Rule 3.1 (Meritorious Claims and Contentions)

Rule 3.1 stipulates that a lawyer must not bring or defend a proceeding unless
there is a basis in law and fact for doing so that is not frivolous (ABA, 2020). The rise of
Al-based claims—whether involving patent disputes over machine-generated inventions,
challenges to algorithmic decision-making, or class-action suits alleging discriminatory
outcomes—often pushes legal boundaries. When the law is unclear, attorneys have
latitude to advocate for novel interpretations or to test the limits of existing statutes,
provided that their claims are grounded in a good faith argument.

Consider an attorney representing a client who has suffered harm due to an Al
tool’'s erroneous medical diagnosis. The relevant malpractice laws might not have
accounted for the role of Al in diagnosing patients. Nonetheless, an attorney can ethically
argue that the healthcare provider was negligent in adopting a tool without adequate
validation, drawing analogies from established legal doctrines. Conversely, a defense
counsel may contend that the Al functioned as an “expert system” akin to a medical
device, thereby limiting liability under existing device regulations. Both positions could be
meritorious if anchored in reasoned legal theory and factual evidence, even if they push
novel interpretations.

While Rule 3.1 does not prevent attorneys from forging new legal ground, it does
prohibit them from filing baseless or frivolous claims. As Al garners widespread interest,
some clients might be tempted to pursue high-profile litigation that leverages Al’s
popularity. Lawyers have a professional responsibility to assess whether an Al-based
legal theory is sufficiently grounded in fact and law. If a client believes they deserve
compensation simply because they used a novel Al application, the attorney must
evaluate whether the alleged harm meets established legal criteria. As with any legal
controversy, the presence of advanced technology does not automatically justify a
lawsuit.
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Attorneys must be wary of overstating Al's capabilities or limitations to gain
strategic advantage. For example, a party might claim that an Al system is effectively
infallible to strengthen arguments about liability or damages. Conversely, a defendant
might claim that Al is “just a tool” to downplay its role in a harmful outcome. Lawyers who
knowingly promote falsehoods or gross exaggerations about Al contravene not only Rule
3.1 but also broader ethical rules concerning candor toward the tribunal (Rule 3.3).
Maintaining accuracy about Al’s function and reliability is critical in preserving the integrity
of the judicial process.

Taken together, the four rules discussed—Rule 1.1 on competence, Rule 1.2 on
the scope of representation, Rule 2.1 on the advisor role, and Rule 3.1 on meritorious
claims—illustrate how Al transforms and amplifies ethical considerations. While the Model
Rules do not mention “artificial intelligence” explicitly, the principles behind these rules
are deeply relevant to an attorney’s use of and engagement with Al. Competence (Rule
1.1) requires a baseline understanding of Al’s operation, risks, and ethical pitfalls. Scope
of Representation (Rule 1.2) mandates transparent communication about uncertain legal
landscapes and a mindful balance between client goals and ethical boundaries. The
Advisor Role (Rule 2.1) encourages attorneys to incorporate broader moral and social
considerations into their counsel on Al deployment. Meanwhile, Meritorious Claims (Rule
3.1) stresses that any Al-related litigation should be grounded in good faith arguments,
pushing legal boundaries only when they are factually and legally justified. These
responsibilities also intersect with other rules, including Rule 1.6 on confidentiality and
Rule 5.3 on responsibilities regarding nonlawyer assistance, which come into play when
lawyers use third-party Al services or rely on nonlawyer technicians. Each Al-related
scenario—whether it involves predictive analytics in sentencing, machine-learning tools
in e-discovery, or litigation over algorithmic hiring biases—will present its own ethical
dimensions, requiring attorneys to apply the Model Rules in a context-specific manner.

Al’s rapid adoption in legal practice serves as both an opportunity and a challenge.
On one hand, attorneys can leverage powerful tools to deliver faster, more cost-effective,
and sometimes even more accurate services to their clients. On the other hand, the
integration of Al demands a refined ethical compass. The Model Rules of Professional
Conduct, though drafted in a less technologically advanced era, offer enduring guidance.
They remind lawyers that competence now includes technological fluency, that scope of
representation must align with public interest and moral considerations, that holistic
advising goes beyond mere legal formalities, and that good faith arguments remain pivotal
even—and especially—in uncharted legal territory.

By understanding and applying these principles, lawyers can navigate Al's
complexities without compromising the profession’s core values of loyalty, confidentiality,
diligence, and integrity. Rather than viewing Al as a disruptive threat or a panacea,
attorneys who thoughtfully interpret the Model Rules can harness Al as a catalyst for
innovation that upholds the highest standards of legal ethics. Ultimately, the ability to
adapt these rules to new technologies is a testament to their durability and to the
profession’s ongoing commitment to serving both clients and the broader social good.
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11l. The Ethical “Gray Zones” of Al Advising

The transformative potential of artificial intelligence in legal practice has sparked
numerous discussions on competence, confidentiality, and professional responsibility.
Yet, these discussions often assume that legal standards, regulatory frameworks, and
enforcement mechanisms are relatively well-defined. In practice, the Al landscape is rife
with ambiguities. Lawyers grappling with Al-driven matters frequently confront gray areas
that make it challenging to deliver definitive legal advice or to foresee every risk. This
section addresses these gray zones by examining three core sets of issues: (1)
fundamental questions that arise when lawyers may not fully understand the technology
or when the law is in flux, (2) uncertain regulatory enforcement and its implications for
advising clients, and (3) the tension between risk mitigation strategies and ethical
imperatives.

One of the most pressing challenges in Al advising stems from the complexity and
opacity of the technology itself. Even seasoned attorneys may struggle to grasp the
intricacies of machine learning algorithms, neural network architectures, and data
processing pipelines. This lack of understanding can lead to underestimating risks,
overlooking biases embedded in training data, or failing to recognize security
vulnerabilities.

Yet, ethical rules make it clear that lawyers have a duty to provide competent
representation—a requirement that includes an appropriate level of technological literacy.
When attorneys encounter Al tools outside their area of expertise, they must choose
whether to decline or limit the scope of representation, invest time in rapid upskilling, or
collaborate with technically proficient co-counsel or consultants. If an attorney truly lacks
the technological know-how and cannot acquire it in a timely fashion, narrowing the
engagement or referring the case to another lawyer with the requisite expertise can be
ethically defensible, though it may lead to lost business or client dissatisfaction.
Alternatively, a lawyer may partner with data scientists or Al ethics experts, thereby
gaining insights into the tool's capabilities and limitations. This collaboration can help
ensure that legal advice is accurately informed, but it also requires additional resources
and demands careful handling of confidentiality and privilege.

In all scenarios, attorneys must remain vigilant about not providing uninformed
advice. While the Model Rules of Professional Conduct do not require every lawyer to
become a data scientist, they do mandate a baseline level of competence. The core
challenge lies in determining what that baseline entails in the face of rapidly evolving Al
technologies.

A second gray zone arises from the rapid pace at which Al and its associated
norms evolve. Regulatory bodies, professional organizations, and courts are frequently
playing catch-up, issuing guidance that may become outdated soon after publication. For
example, privacy rules concerning biometric data or generative Al outputs can shift within
months due to new case law, administrative directives, or legislative updates. In this fluid
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environment, lawyers face added challenges in advising clients. Some clients may
hesitate to invest in Al, fearing that legal requirements will soon tighten or shift, while
others may believe that technological innovation will continue to outpace regulation.
Attorneys must provide guidance grounded in existing regulations while also offering
predictive insights on how the law might develop. This could include scenario planning,
wherein lawyers present different “if-then” situations based on potential regulatory
changes, coupled with discussions about each scenario’s probability and ramifications. It
also involves gauging a client’'s risk tolerance—some may opt for conservative
compliance measures, whereas others are willing to push the envelope for an early
market edge. Additionally, lawyers can recommend establishing mechanisms to monitor
for new rules, such as regular legal consultations, technology audits, and current
compliance reviews. While no attorney can foresee the future with complete accuracy,
they can deliver structured analyses that help clients navigate an uncertain legal
landscape. The ethical responsibility is to remain candid about any ambiguities and avoid
offering unwarranted assurances.

A frequently encountered ethical conundrum arises when the law technically
prohibits a certain Al-driven practice, yet enforcement appears minimal or nonexistent.
For instance, a regulation might bar the scraping of social media data for targeted
advertising or explicitly forbid the use of certain Al tools that have not been approved by
a regulatory body. However, if these rules are rarely enforced—or if penalties are mild—
clients might question whether strict compliance is necessary.

Lawyers must remember that the cornerstone of professional responsibility is not
merely about avoiding punishment, but about upholding the law’s spirit. Encouraging a
client to ignore a regulation because enforcement is lax could expose the attorney to
accusations of aiding or abetting unethical or illegal behavior. Moreover, if a regulatory
body eventually ramps up enforcement, the client may face hefty fines or reputational
damage. Despite the short-term advantage of flouting underenforced rules, such a
strategy is ethically precarious and can place the lawyer in a compromised position if
questioned by authorities.

In counseling clients in this situation, attorneys should emphasize the potential for
sudden shifts in enforcement, the reputational risks of being publicly identified as a
violator, and the broader ethical standards that govern professional conduct. Even if the
letter of the law is rarely enforced, abiding by it can be the more prudent and ethically
sound path.

In many jurisdictions, Al-focused regulations are still embryonic, leading to a
patchwork of inconsistent or narrowly enforced rules. For example, some states may have
strict consumer privacy regulations, while neighboring states have less developed legal
frameworks. Federal agencies might issue guidance that lacks the force of law, creating
further ambiguity regarding compliance obligations.
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When the risk of actual enforcement action is low, lawyers may find themselves
between a client’s desire to push the envelope and their ethical duty to advise caution.
The Model Rules do not explicitly address how attorneys should handle a scenario where
legal requirements exist but are sporadically enforced. Nonetheless, general principles of
competence and candor indicate that attorneys must adequately convey the potential
consequences—even if the chance of enforcement is small. This includes reputational
fallout, class action lawsuits, or future retroactive penalties should enforcement intensify.

Moreover, an attorney’s reputation is bound to how they counsel their clients. If
they develop a track record of sanctioning borderline or clearly prohibited activities under
the assumption that enforcement is lax, they risk tarnishing their professional standing
and potentially attracting increased scrutiny.

Some recent privacy regulations, such as the California Consumer Privacy Act
(CCPA), incorporate “cure” periods during which a business alleged to be in violation can
rectify the issue before formal enforcement actions proceed. These provisions can create
a perceived buffer that reduces immediate legal risk. Clients might be inclined to adopt
an opportunistic stance: implement Al systems now and make necessary adjustments
only if regulators raise red flags.

However, counseling clients to “wait and see” can be risky if the issue is not easily
cured or if the technology is so deeply embedded that retroactive compliance efforts
become cost-prohibitive. Additionally, the existence of a cure period does not negate the
possibility of reputational harm, lawsuits by private litigants, or cross-border data
protection claims that lack such lenient enforcement windows. Ethical lawyering demands
comprehensive disclosure of these contingencies. While advising a client about strategic
compliance timing is legitimate, lawyers should also ensure clients understand that a cure
period is not an indefinite license to ignore their obligations.

Lawyers often base their counsel on existing laws, regulations, and enforcement
patterns. Nonetheless, agencies may issue new guidance or reinterpret existing rules
without warning, creating a retroactive threat for clients who relied on previous legal
advice. In the context of Al, this unpredictability is especially salient. For instance, if an
agency abruptly classifies a particular Al-driven tool as a medical device, companies
using it in a healthcare context may find themselves facing immediate compliance
obligations that did not exist before.

The retroactive effect of novel enforcement guidance can put attorneys at odds
with their earlier recommendations. Clients may claim they acted on the advice of counsel
and that any shift in guidance is unfair. Although such arguments might offer some
defense, they do not always protect clients—or their lawyers—from potential legal or
reputational damage. To reduce this risk, attorneys can include clear disclaimers
explaining that their guidance is based on the current regulatory environment, noting that
future changes might alter a given course of action. They should also urge clients to revisit
key legal strategies on a regular basis, especially in volatile areas like Al and data privacy.
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Maintaining thorough records of how and why certain recommendations were made can
demonstrate good faith and help attorneys respond if regulators or courts scrutinize past
decisions.

In a gray regulatory landscape, some clients might push for aggressive risk
management strategies—such as requiring arbitration clauses or disclaimers that limit
liability for Al-driven errors. While these tactics can minimize certain legal risks, they may
also bypass the underlying intent of consumer protection, anti-discrimination, or privacy
laws. Lawyers, therefore, must grapple with whether to facilitate strategies that, while
technically permissible, might contravene the broader “spirit” of the law.

The tension between minimal compliance and genuine ethical commitment
surfaces in multiple Al use cases. For instance, an Al tool that suggests sentences in
criminal justice contexts might be “compliant” if it does not violate any explicit law. Yet if
the tool perpetuates systemic biases, pushing it into widespread use could be ethically
dubious. Attorneys should remind clients that short-term benefits from bending the rules
can lead to more severe problems in the long run, including public backlash, class actions,
or adverse regulatory scrutiny.

Legal advice does not exist in a vacuum. Public opinion, media scrutiny, and
consumer activism increasingly shape how Al-related activities are perceived. A client
might technically comply with weak enforcement standards, but if journalists uncover
evidence of discriminatory practices, or if users discover that their personal data were
misused, the resulting reputational damage can be irreversible.

Lawyers, especially in large law firms or in-house roles, must therefore factor
reputational risk into their counsel. This means discussing not only what the law requires
but also what stakeholders expect. Social media campaigns, whistleblowers, and
investigative reporting can bring attention to Al-enabled abuses that were once hidden
behind technical complexity. Thus, attorneys should advise clients to adopt transparent
Al policies, robust data governance measures, and ethically informed compliance
frameworks. These steps do more than satisfy legal requirements; they also serve as
reputational safeguards.

In fields as fluid as Al, there is often no definitive “right” legal answer—only the
best possible estimates derived from incomplete information. Lawyers must be candid
about these uncertainties, making clients aware that even well-grounded assessments
may become outdated if a court, regulator, or legislature adopts a new approach. By
maintaining an open dialogue, attorneys can help prevent clients from feeling blindsided
by changing legal landscapes. One effective strategy is to clearly communicate risk
profiles, explaining how specific scenarios might escalate from low to medium or high risk,
depending on various factors. Rather than treating an initial legal opinion as final, lawyers
should also encourage clients to schedule regular check-ins, particularly as Al
technologies and their accompanying regulations evolve at a rapid pace. Moreover,
attorneys must be ready to set professional boundaries if a client pursues actions that
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appear ethically or legally questionable; failing to do so risks entangling the lawyer in
conduct that violates professional standards or even criminal laws. While these measures
cannot entirely remove uncertainty, they establish a framework for making ethical
decisions in an environment where the rules are perpetually being rewritten.

Al's revolutionary capacity to reshape legal practice cannot be divorced from the
ethical gray zones that lawyers navigate when advising on cutting-edge technologies.
Questions about technological competence, fluid legal standards, and inconsistent
enforcement create an environment where attorneys must constantly balance innovation
with caution. The professional duty extends beyond simply interpreting the letter of the
law; it involves weighing reputational risks, moral considerations, and long-term client
interests against the temptation to exploit regulatory gaps.

In this realm of Al advising, clarity and certainty are often elusive. Nonetheless,
lawyers can help clients chart a prudent path by staying informed, collaborating with
technical experts, and frankly acknowledging that today’s compliance strategies might
need rapid adjustment tomorrow. The goal is not to stifle Al innovation but to guide it
responsibly, upholding the principles that define the legal profession: integrity, justice,
and service to the public good. As Al continues to mature and enforcement landscapes
shift, attorneys who excel in managing these ethical gray zones will be pivotal in forging
a legal system that harnesses technology’s benefits while safeguarding against its
potential harms.

V. Competence and Continuing Education in the Age of Al

As artificial intelligence tools become increasingly prevalent in the legal
profession, attorneys face both opportunities and challenges in integrating these
technologies into their practices. Al-powered software promises to streamline tasks,
accelerate legal research, ad unlock new forms of data analysis. Yet, such innovation
calls into question fundamental issues of competence and ongoing professional
development. This section examines how lawyers can fulfill the ethical mandate to remain
technologically adept, explores proactive strategies for applying Rule 1.1 in the Al context,
and delves into practical considerations surrounding e-discovery, generative Al, and
automation tools.

Technological competence was not always explicitly recognized as part of a
lawyer’s ethical responsibilities. However, the American Bar Association (ABA) amended
Comment 8 to Rule 1.1 of the Model Rules of Professional Conduct to make clear that
maintaining competence in the practice of law includes keeping abreast of “the benefits
and risks associated with relevant technology” (ABA, 2020). This revision, approved in
2012, underscores that attorneys must not only stay updated on legal developments but
also acquire a working knowledge of technologies that can affect their clients’ interests.

In the context of Al, the attorney’s duty of competence is heightened by the
complexity, speed of advancement, and potential risks these tools pose. Whether dealing
with predictive coding in e-discovery or advising a client on the deployment of an Al-driven
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facial recognition system, lawyers who remain ignorant of the basic principles of machine
learning, data privacy, and algorithmic bias risk failing to meet the competence standard.
This ethical duty extends not just to litigation; transactional lawyers, corporate counsel,
and government attorneys must all consider how Al might impact contract negotiation,
due diligence, and regulatory compliance.

To fulfill their duty of technological competence, lawyers do not need to become
computer scientists. However, they do need a foundational understanding of how Al
systems operate, the contexts in which they are most commonly deployed, and the pitfalls
that can arise from issues like biased datasets or weak security protocols. A range of
educational resources can help attorneys build this knowledge. Many jurisdictions now
require or encourage Continuing Legal Education (CLE) programs focused on
technology, including Al-related courses or workshops that provide structured learning,
offer best practices for adopting Al tools, and keep lawyers updated on new regulations.
Webinars and online tutorials offered by law schools, bar associations, and private
companies can also be valuable, particularly for busy practitioners who need flexibility.
Beyond these formal learning opportunities, technical collaborations and alliances are
increasingly critical. Large firms may form dedicated “innovation committees” that include
data scientists, while smaller practices might develop relationships with external
consultants specializing in Al compliance or software implementation. By combining these
approaches, attorneys can gradually build competence without interrupting their practice.
The key is consistency: attending a single workshop is unlikely to suffice in a domain
where both Al technology and legal frameworks evolve rapidly. Instead, a systematic plan
for continuing education helps ensure lawyers can responsibly manage emerging Al
capabilities and address newly arising risks.

Even the most diligent lawyer cannot, on their own, stay abreast of every aspect
of Al’s swift progress. Collaboration with data scientists, software engineers, and Al ethics
experts becomes crucial when a case involves technical matters that exceed the firm’s
in-house knowledge. These specialists can audit Al tools to verify security, detect bias, or
confirm that the technology meets specified performance standards—an especially
important step if an attorney is advising on a high-stakes Al deployment, like a banking
algorithm for automating loan approvals. They can also supply real-world context that
purely legal analyses might overlook, including the complexities of labeling large datasets
and the reputational risks tied to Al-driven errors. In some instances, an external expert
may even serve as a long-term advisor, assisting with ongoing compliance, guiding
interpretations of new regulations, and providing training to law firm staff.

However, bringing in specialists requires careful attention to privilege,
confidentiality, and data security. Lawyers must ensure that collaboration agreements,
nondisclosure clauses, and access controls are in place to protect sensitive information.
They should also confirm that the chosen experts are impartial and competent to offer
unbiased evaluations, rather than simply validating a client’'s or software vendor’'s
preferred narrative. These measures help preserve the integrity of the collaboration and
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ensure that both the legal and technological dimensions of Al-related matters receive
thorough, ethical consideration.

As mentioned earlier, Rule 1.1 mandates that lawyers maintain “the legal
knowledge, skill, thoroughness, and preparation reasonably necessary for the
representation” (ABA, 2020). In the Al era, thoroughness often calls for proactive
measures that go well beyond scanning legal databases and precedent. This can include
routinely reading peer-reviewed Al research, industry white papers, and technology blogs
to stay informed about cutting-edge developments and emerging ethical challenges.
Armed with this knowledge, attorneys can ask more incisive questions of clients and Al
vendors. It is also essential to track evolving Al-related rules at both the federal and state
levels by monitoring guidance from agencies such as the Federal Trade Commission
(FTC), Securities and Exchange Commission (SEC), and state consumer protection
offices. New guidelines on algorithmic transparency or data usage, for instance, can alter
a client’s compliance obligations overnight. Additionally, lawyers should ensure that their
entire support team—from paralegals to legal secretaries—receives training on the basics
of Al technology and its associated privacy, security, and ethical concerns.

By taking these proactive steps, attorneys minimize the risk of being caught off
guard when Al-related issues surface during litigation or major transactions. Although
staying current with Al can be time-consuming, the effort pays off in a legal market that
increasingly values technology-savvy counsel.

Competence also requires understanding a client’s unique application of Al rather
than relying on generic advice. For instance, an attorney advising a healthcare company
must investigate how the Al model processes patient data, whether it handles protected
health information (PHI) subject to HIPAA regulations, and what safeguards are in place
to prevent unauthorized disclosures. Meanwhile, a client developing Al-powered
marketing analytics might need guidance on emerging consumer protection standards
and the complexities of gathering location data from mobile devices. In each scenario,
lawyers should examine where the Al’s training data originates and whether it involves
personal or proprietary information, determine if end-users or customers are sufficiently
informed about data collection and offered opportunities to opt out, and assess whether
the Al's decisions can be explained and who holds responsibility if issues arise. Attorneys
who overlook these specifics risk missing critical legal and ethical pitfalls. On the other
hand, those who thoroughly engage with their clients’ technologies can provide tailored
counsel, anticipate liability risks, and develop effective compliance strategies aligned with
the client’s broader business goals.

A recurring challenge is distinguishing surface-level familiarity with Al buzzwords—
machine learning, predictive modeling, big data—from substantive proficiency that meets
an ethical standard. A lawyer may know that “predictive coding” in e-discovery uses
algorithms to sort through documents, but lack any understanding of how the algorithm’s
accuracy is validated or whether it can inadvertently overlook privileged material.
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Genuine competence requires the ability to identify red flags and ask probing
questions, even if the lawyer relies on external experts for deeper technical validation. It
also entails a willingness to admit limitations and to pursue additional education or
consultation when faced with especially intricate Al systems. At its core, the Model Rules
do not demand omniscience but do insist on a level of competence that enables attorneys
to guide clients responsibly, protect privileged data, and avoid negligent
misrepresentations.

The legal industry is witnessing a surge in Al-driven drafting tools capable of
generating contract clauses, memos, and even entire briefs. While such tools can
dramatically reduce the time spent on routine work, they raise serious ethical questions
when used without adequate lawyer review. The principle of professional judgment
remains central: if an Al tool generates text that inadvertently contradicts a client’s
interests or includes errors in citation, the attorney cannot simply blame the software.

The concept of “automated counsel” often blurs lines of responsibility. Is the
attorney still providing legal advice if the advice is primarily generated by an algorithm?
Has the client been informed that Al was used? And if the Al's recommendations are
based on incomplete or biased training data, does the lawyer risk malpractice for relying
on them? The simplest way to mitigate these risks is to maintain a robust review process
wherein the attorney carefully evaluates Al outputs, integrates client-specific concerns,
and ensures that the final product meets professional standards of accuracy and
relevance.

Generative Al models, particularly large language models, often operate on cloud-
based infrastructure owned by third-party providers. When lawyers input sensitive case
facts, privileged information, or proprietary client data into these systems, they risk
breaches of confidentiality unless the technology is specifically designed to secure and
delete user inputs. Furthermore, some generative Al platforms may store user queries to
refine their models, creating the possibility that confidential details could be exposed in
future queries or through unauthorized data retrieval. Under the ABA Model Rules,
attorneys have a duty to preserve client confidences (Rule 1.6), and this extends to the
selection and evaluation of Al tools. Prudent legal counsel will therefore examine data
retention policies to determine how long user inputs are stored, assess whether
communications with the Al platform are encrypted end-to-end and protected from
unauthorized access, and review contracts or service agreements to confirm that
confidentiality is explicitly addressed and liability for any data breaches is clearly defined.
Even if a platform claims to be secure, attorneys must independently verify these claims
to ensure that the technology meets the high standard of privacy required by legal ethics.

Lawyers increasingly find themselves negotiating contracts with Al vendors,
whether for their own firms or on behalf of clients. These agreements demand careful
examination, particularly concerning intellectual property, liability, regulatory compliance,
and the processes governing termination and data retrieval. When it comes to intellectual
property, it is vital to determine whether the Al provider claims ownership of any content
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generated or data input into the system, as such claims may undermine trade secrets and
attorney-client privilege. Liability and indemnification provisions should clearly establish
who is responsible if the tool malfunctions or a data breach occurs, detailing how
damages will be addressed. Attorneys must also verify that the vendor meets the unique
confidentiality and privilege standards of the legal profession, which may surpass those
outlined in its usual contracts. Moreover, the agreement should specify what happens
when the engagement ends: whether the law firm can retrieve all stored data, whether
that data is then deleted from the vendor’s systems, and whether any backups remain.
Rigorous scrutiny of these factors, supported by both technical and legal expertise, helps
ensure that an organization’s reliance on Al does not inadvertently violate ethical
obligations or put sensitive information at risk.

Competence and continuing education in the age of Al involve more than a cursory
glance at technological trends. For lawyers, maintaining the trust of clients and upholding
the integrity of the legal profession necessitate a sustained commitment to understanding
Al's evolving capabilities, risks, and regulatory frameworks. The ABA has explicitly
integrated technological literacy into the ethical mandate, signaling that attorneys can no
longer treat Al as a peripheral concern or a mere “add-on” to existing practices.

Fulfilling this mandate involves a multi-pronged approach: staying informed
through CLE programs and webinars, collaborating with technical experts to bridge
knowledge gaps, and engaging proactively with the client’s use of Al. Moreover, applying
Rule 1.1 extends beyond theoretical competence to real-world vigilance—attorneys must
ask probing questions about the provenance of data, the validity of Al-driven results, and
the potential for biased or flawed outcomes. Likewise, attorneys should adopt robust
review processes whenever they deploy Al tools for drafting or analysis, ensuring that
human judgment remains the final arbiter of quality and ethical compliance.

The challenges are particularly evident in areas like e-discovery, generative Al,
and automation tools. These technologies can streamline legal work but also create new
ethical pitfalls—such as inadvertently disclosing confidential information, delegating
professional judgment to algorithms, and entering into vendor agreements with
inadequate data protection provisions. Lawyers who fail to navigate these risks run afoul
not only of evolving regulatory standards but also of core professional duties centered on
competence, confidentiality, and loyalty to clients.

Ultimately, the rapid integration of Al in legal practice offers an opportunity to
reimagine how attorneys deliver services, manage time, and provide strategic insights.
However, seizing these opportunities responsibly demands consistent learning, careful
vendor selection, and ethical discernment at every turn. In a landscape where technology
outpaces regulation, attorneys who dedicate themselves to ongoing education and
methodical implementation of Al tools will be best positioned to serve their clients,
safeguard privileged information, and uphold the profession’s ethical ideals.
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The digital revolution has changed the way lawyers interact with clients, store
information, and exchange data. As artificial intelligence tools become increasingly
embedded in legal practice, concerns about confidentiality and data security intensify.
Traditional notions of privilege and duty of confidentiality—codified in Rule 1.6 of the
American Bar Association (ABA) Model Rules of Professional Conduct—must now be
interpreted and applied in a landscape where advanced cyber threats, cloud computing,
and automated Al systems pose new risks. This section explores the ethical imperatives
that arise when safeguarding client data in Al-driven environments, emphasizing the
multifaceted challenges that attorneys face in balancing convenience, efficiency, and
security.

Rule 1.6 requires lawyers to protect “information relating to the representation of a
client” from unauthorized disclosure (ABA, 2020). In an age of sophisticated cyberattacks
and widespread data sharing, this rule necessitates heightened vigilance regarding the
channels attorneys use to send and store client information. Encryption has become a
baseline expectation, ensuring that data remain intelligible only to authorized recipients.
Whether an attorney uses email, cloud-based collaboration platforms, or specialized Al
tools, applying robust encryption protocols—such as Secure Sockets Layer (SSL) or
Transport Layer Security (TLS)—is a critical first step. But encryption is not a panacea:
the lawyer must also vet whether these channels automatically store unencrypted copies,
how encryption keys are managed, and whether a trusted third party controls the
decryption process.

When feeding sensitive data into Al systems—such as for predictive analytics,
contract review, or generative Al text drafting—attorneys must carefully assess the
transfer and storage methods. Many Al vendors provide portals or application
programming interfaces (APIs) for data upload, and the security of these entry points can
vary widely. Attorneys should ensure that secure file transfer protocols (SFTP) or end-to-
end encryption options are available. Equally important is how the data are stored on the
vendor’s servers once uploaded. Questions to consider include: Are the data stored in
encrypted form? Who has access to the decryption keys? How often do vendor personnel
access the data for “maintenance” or “model improvements,” and under what conditions?

Engaging third-party Al service providers requires a robust due diligence process.
Lawyers must confirm that these vendors maintain data protection policies at least as
stringent as those the law firm applies internally. This typically involves negotiating explicit
contractual provisions covering breach notification, data handling, liability, and ownership
of any outputs generated by Al models. In some cases, attorneys must also ensure
compliance with sector-specific regulations (e.g., HIPAA in healthcare, GLBA in banking).
Failing to adequately manage Al-based vendors can lead to accidental privilege waivers
or violations of Rule 1.6, potentially jeopardizing client confidences.

The very nature of Al systems—especially machine learning models—often
involves iterative “learning” from the data they process. When attorneys submit
confidential information to these platforms, they must determine whether the Al retains
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that data to refine its algorithms. If the system does retain such information, there is a risk
that it could resurface in future outputs for other users or become exposed through a
security vulnerability, potentially revealing privileged details.

Attorneys should therefore seek explicit statements about data retention, ideally
ensuring that client-specific data are either not stored at all once a task is complete or
remain strictly in an encrypted, segregated environment. Some Al vendors promote their
ability to continuously improve their models by analyzing user inputs, which may vyield
performance benefits but is fundamentally at odds with strict confidentiality unless the
data are genuinely anonymized—a process that can be difficult to verify. Where a platform
inherently reuses data, lawyers may have an ethical obligation to inform clients of the
attendant risks, making client awareness and consent especially crucial if the vendor’s
model could glean or retain information linked to the client’s identity or legal strategies.

With the advent of cloud computing, law firms have outsourced much of their
storage and computational infrastructure, and Al applications—which often require
significant computing power and extensive datasets—thrive in these environments.
However, this reliance on cloud services complicates the principle of client confidentiality.
One challenge involves jurisdictional complexities: cloud servers may be located in
multiple regions, some of which have weaker privacy laws or differing disclosure
requirements. Lawyers must consider whether their chosen cloud-based Al solution
positions client data in a location prone to government surveillance or governed by lower
security standards. Another concern is the need for continuous monitoring, as maintaining
data security in a cloud environment is not a one-time event. It demands ongoing scrutiny
of the vendor’'s compliance measures, regular audits, and prompt software updates to
address newly discovered vulnerabilities. Breach notification and insurance also play a
crucial role, and attorneys should verify that any agreements with cloud providers include
explicit procedures for breach reporting. While cybersecurity insurance can offset some
financial risks, it does not absolve attorneys from their ethical duties or the potential for
reputational harm. Thus, while the core obligation to uphold confidentiality remains, its
practical fulfilment has become more complex in the digital era. Lawyers adopting Al
must navigate a detailed matrix of encryption standards, vendor management protocols,
and cloud-based data governance strategies to meet the requirements of Rule 1.6.

Legal counsel once approached data security by following the explicit mandates
of statutes or regulations, but as cyber threats become increasingly sophisticated and
unpredictable, static checklists have given way to dynamic, risk-based frameworks.
These frameworks account for the value of the data at stake, the vulnerabilities in both a
firm’s own network and its third-party systems, and the probability of various threat
scenarios. Organizations such as the National Institute of Standards and Technology
(NIST) and the International Organization for Standardization (ISO) continually update
guidelines that law firms can adapt to the distinctive demands of Al-driven processes. A
critical tenet of this approach is proportionality: the level of security measures should
match the potential severity of a breach. Thus, an attorney using Al to handle extremely
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sensitive information—for instance, trade secrets or privileged client communications—
must implement more robust safeguards than one dealing with lower-risk data.

Attorneys who counsel clients on Al operate in a legal environment where data
security statutes may be in flux or nonexistent, particularly for emerging Al applications.
As a result, lawyers must address the tension between strict legal compliance—ensuring
adherence to regulations that may lag behind rapidly evolving technological realities—
and forward-looking recommendations that encourage clients to adopt security practices
exceeding the bare minimum. Relying solely on outdated laws risks underestimating
future liabilities, while advocating excessively stringent measures can undermine a
client’s competitiveness and operational efficiency. Finding the right balance involves
candid discussions about uncertainty, the possibility of new regulatory frameworks, and
the ethical and reputational imperatives of robust data protection.

No system is entirely immune to breaches, and while robust security measures
diminish the likelihood of such events, attorneys must prepare for incident response. In
the aftermath of a data breach involving Al systems, counsel will need to determine the
legal obligations that apply, which may vary across different jurisdictions. Certain data
protection laws, for example, require notifying affected individuals within a specific
timeframe once the breach is discovered. Preserving evidence is also essential: Al
systems often generate logs or metadata that can aid in forensic analysis of how a breach
occurred, making quick action critical to ensure these digital traces remain intact. Another
factor is attorney-client privilege, since investigations may involve legal strategy
discussions that must remain confidential. Law firms should compartmentalize forensic
work so privileged communications remain protected. Beyond meeting legal
requirements, attorneys may advise clients on damage control measures, such as
offering credit monitoring to those affected, issuing public statements, or enhancing
internal protocols to prevent similar breaches in the future. Having a well-developed
incident response plan—one that is tested through tabletop exercises and regularly
updated—can significantly mitigate the fallout, and attorneys must ensure their plans
account for the distinctive ways Al tools store and handle data.

The ABA Model Rules do not establish specific technical requirements for data
protection but rather frame the issue in terms of “reasonable efforts” to safeguard
confidentiality (ABA, 2020). Determining what constitutes “reasonable” can be
challenging in a time of advanced cyber threats, from state-sponsored hacking to Al-
driven phishing scams. Attorneys may look to industry benchmarks for guidance, aligning
with recognized cybersecurity standards in the legal field or in a client's sector—for
instance, following HIPAA guidelines when dealing with health data or adhering to the
Payment Card Industry Data Security Standard (PCI DSS) for financial services clients.
“‘Reasonable” is not static, however: a security measure that meets today’s threats may
quickly become outdated, implying that law firms must continuously monitor and upgrade
their defenses. Moreover, reasonableness should be scalable. Smaller practices may not
have the capacity to implement large-scale security systems, but they can nonetheless
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adopt strong encryption, multi-factor authentication, and frequent training to minimize the
risks posed by human error.

Lawyers advising clients or overseeing law firm systems must recognize that the
cyber threat landscape is continually changing and that Al can be both a target and a tool
for attackers—machine learning models can be “poisoned” with malicious data, and
generative Al can be harnessed to craft highly persuasive phishing attempts. By alerting
clients to these evolving risks, attorneys underscore that security measures should never
be treated as a one-time expense. Encouraging regular risk assessments of Al systems,
especially those handling sensitive data, can help detect and address vulnerabilities
before they lead to breaches. Since end users often represent the most significant risk
factor, stakeholder education—within the firm and on the client’'s side—remains critical.
Regular training sessions on emerging cyberattacks, social engineering, and Al-specific
weaknesses can mitigate the likelihood of human error. Proactive communication with
clients about the shifting nature of cyber threats fosters trust and positions security as an
ongoing effort built on preparedness, resilience, and shared responsibility.

Lawyers must carefully balance their guidance on data security. One extreme is a
state of “paranoia,” in which overly stringent recommendations hinder practical operations
and stifle innovation. The other extreme is “negligence,” where legitimate risks go
unaddressed and leave clients ill-prepared. A more measured approach involves
assessing risk in the specific context of each client—recognizing that a multinational
corporation rolling out Al to millions of customers faces different threats from those
confronting a small, locally focused business. Lawyers should also consider the cost-
benefit aspects of security measures, helping clients gauge the potential impact of a data
breach against the financial and operational expenses of implementing safeguards. As
regulatory benchmarks evolve and technology advances, what was once seen as
excessive caution may become standard practice. By staying current on regulations,
notable data breaches, and emerging technologies, attorneys can fine-tune their
recommendations. This balanced stance allows lawyers to serve as pragmatic counselors
rather than alarmists or complacent enablers, safeguarding both client data and the
integrity of the legal profession.

Attorneys have long been tasked with safeguarding client confidences, a core
ethical principle captured in Rule 1.6 of the ABA Model Rules. Yet, the digital age—and
particularly the widespread use of Al—tests the limits of traditional confidentiality and
security protocols. Encryption, secure file transfers, and vendor management become
essential considerations, especially when Al platforms might retain or reuse client data.
Meanwhile, cloud-based Al solutions demand heightened vigilance as data move outside
the protective confines of a law firm’s firewall.

In this environment, data security is a moving target, prompting a shift from
compliance-driven to risk-based frameworks. Lawyers who counsel clients on Al
deployments must carefully navigate uncertain or emerging data security laws, ensuring
they communicate the fluid nature of enforcement and regulatory shifts. Equally important
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is preparing for the worst-case scenario via robust incident response plans—an
acknowledgment that even the most advanced security measures cannot guarantee
immunity from cyberattacks.

Attorneys play a pivotal role in security assurance. They must determine what
constitutes “reasonable” efforts in an era of escalating threats, keep clients informed
about the dynamic nature of data breaches, and strike a balance between over-
advisement and negligence. This balance allows innovation to flourish while respecting
the ethical commitment to protect client data. By approaching Al confidentiality and
security with rigor, curiosity, and an openness to adaptation, lawyers can uphold the
profession’s highest ideals, even as they leverage the transformative power of emerging
technologies.

V. Conclusion

The rapid proliferation of Al technologies has undeniably transformed the legal
field, offering capabilities that range from document automation and predictive analytics
to advanced generative tools. As this paper illustrates, these innovations promise tangible
benefits: faster research, cost savings, and broader access to legal services. Yet, they
also challenge foundational ethical obligations, compelling lawyers to redefine what it
means to be competent, vigilant, and transparent in a data-driven era.

Central to navigating this new terrain is a commitment to ongoing education. The
Model Rules of Professional Conduct, especially Rule 1.1, underscore the importance of
technological competence—an imperative that now extends beyond e-discovery to
encompass understanding Al's biases, security vulnerabilities, and data needs.
Moreover, lawyers must incorporate rigorous vendor management and encryption
protocols, given that sensitive client information is increasingly stored in cloud-based Al
platforms and potentially at risk of inadvertent disclosure.

The legal profession’s ability to harness Al ethically will rest on striking a dynamic
balance: embracing computational efficiency while upholding the timeless principles of
justice, confidentiality, and service to clients. Those who succeed in this balancing act will
help shape a future where law and technology coalesce responsibly, bolstering both
innovation and public trust.
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